J U LY S 0 - AUGUS T 4, 2016 / ™M ANDALAY B AY / L AS VvV E G A S



) blackhat LS. =01

Web Application Firewalls:
Attacking detection logic
mechanisms

Viadimir lvanov
@httpsonly



) blackhat LS. =01

MScinformation Security(merit) - RHUL (UK)

Web Apppenetrationtester at PositiveTechnologiegptsecurity.con)



http://ptsecurity.com

) blackhat LS. =01

1. Introduction

Detection logic in WAF
METHOD I[: Syntax bypass
METHOD II: Logical bypass

METHOD IlI: Unexpected by primary logic bypass
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Motivation
The Standoff:

1. Attackers Mix of varioudechniques rarelyunderstandroot cause
2. Defenders WAFsorotect againstautomativetesting, everyvendor

Implementsadditionalfunctionality,

Result: No carefuwhiteboxanalysis
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WARFworkflow example

Stage 1: Parse HTTP(s) packet from client

Stage 2: Chose rule set depending on type|of
Incoming parameter

Stage 3: Normalise data

Stage 4: Appldetection logic

Stage 5: Make detection decision
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WAFworkflow:
Detectionlogic

OWASP CRS 2
OWASP CRS 3dev

libinjection

repsheet

Tokeni

Comodorules

PHPIDS
Regular Score
' Anomaly ! expressions  Builder
| detection
QuickDefenceWaf
HMM NAXSI
ShadowD Vultureproject
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RegulaexpressioiX

XAa | & ShaceSefd0ds deth& a search pattern

(A)(<scrp*>]*>.*?)
S ~ N

1 2 3




) blackhat LS. =01

Sources

500+ reqular expressions: m XSS

AOWASP CR@2odsecurity SQL

Other: LFI/RFI,
PHP, OS exec, et

AOWASP CRS3denodsecurity

AOWASP CRS3rgiodsecurity

:~/Desktop/WAF-rules# find . -name 'rules®*.txt'
113 ./CRSZ/rules-xss.txt
55 L/CRSZ/rules-sgl.txt
}&F)FiFDIE)S; 11 ./rules-Quic FDHTHH eWAF . txt
74 /rules-PHPIDS
100 ./comodo-waf/ ru1uJ XS5 .txt
AC omo d OWA F 6 ./c waf/rules-sqgl.txt

frules-xss.txt

/C /rules-sql.txt
. 6 ./C v/rules-xss.txt
AQuickDefense 29 ./CRS3-dev/rules-sql .txt

5B1 total
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Results

300+ potential bypasses

azal G JdPHPHONIEGT,$8 Y
[ Sa4a & gddoyidsldWAB (E S @,32)
Most cexploitable: OWASP CRS8(E = 0,8)

E = Potential bypasses / Total rules
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METHOD: Syntaxbypass

Ofregularexpressions

Enumerate all possible and invent all immpossible mistakes
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2 Kl 0 Qa oNRy3I gAl
Level: Easy

( 'preg_match("/~(attackpayload) $/", $ GET['a']) ) {

_exec($cmd . $ GET['a'] . %$arg);

}
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( 'preg_match("/~(attackpayload) $/", $ GET['a']) ) {
_exec($cmd . $ GET['a'] . %$arg);

1. atTacKpAyloAd (7A: )
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( 'preg_match("/~(attackpayload) $/", $ GET['a']) ) {
_exec($cmd . $ GET['a'] . %$arg);

1. atTacKpAyloAd (A

2. attackpayload A $
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2 Kl 0 Qa oNRy3I gAl
Level: Easy

( 'preg_match("/~(attackpayload) $/", $ GET['a']) ) {
_exec($cmd . $ GET['a'] . %$arg);

1. atTacKpAyloAd (A
2. attackpayload A $
3. attackpayloadattackpayloadattackpayloadattackpd1,3}
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Level: Medium

1. ReDoS



ReDoS

Repetitions: + *
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Level: Medium

ReDoS

Repetitions: + *

Blacklisting wildcardsn aset
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2 Kl 0 Qa oNRy3I gAl
| evel: Advanced

Non-standard diapasons

POSIX character classes

Operators

W

__‘,f""

= >

H |
N

-

D

",,,./"

O

Backlinks wildcards
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Regularexpressmns |
Securitycheatsheet

2 parts: theoretical "whitepaper" and practical "code".
Hack regular expressions with regular expressions!

+ SAST. Assists wiivhiteboxanalysis of regular expressions in source
code of your projects

+ Low false positives: Focused on finding high severity security issues
+ Opensource olithub
- Does not dynamically analyze lexis (yet).
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https://github.co m/attackercan/
REGEXBECURITEHEATSHEET

Research was done to find "weak places” in regular expressions of Web Application Firewalls (WAFs).
Repository contains SAST, which can help you to find security vulnerabilities in custom regular expressions in own projects.

Contribution is highly welcomed.

High severity issues:

# Requirement Vulnerable regex example Bypass example

Regexp should avoid using ~ (alternative: \A)and $
(alternative: \z ) symbols, which are metacharacters
for start and end of a string. It is possible to bypass
regex by inserting any symbol in front or after regexp.

(~ala$) %20a%20

Regexp should be case-insensitive: (?i: or /regex/i .
It is possible to bypass regex using upper or lower
cases in words. Modsecurity transformation
2 : : _ http hTtP
commands (which are applied on string before regex
pattern is applied) can also be included in tests to

cover more regexps.

In case modifier /m is not (globally) specified, regexp
should avoid using dot . symbol, which means every
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Target audience

Not only WAFs useegExp Detection Logic:

AXSS Auditors
ABackend parsers
AFrontend analyzers

Developers, security auditorsughunters
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Regex Securit¢heatsheeDEMO
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€ = C [ www.modsecurity.org/crs-demo.htmi?test=hip://167772161/ @ %
Results (txn: V4T1psCo8A0cAAHYobhEOAAAAA)

CRS Anomaly Score Exceeded (score 5): Possible Remote File Inclusion (RFI)
Attack: Off-Domain Reference/Link

All Matched Rules Shown Eelow /\(f) ht‘f )tpS 7//(*)$

950120Possible Remote File Inclusion (RFI) Attack: Off-Domain Reference/Link
Matched http:/167772161/ at ARGS test

950120Possible Remote File Inclusion (RFI) Attack: Off-Domain Reference/Link
Matched http:/167772161/at TX:1

981181 Remote File Inclusion (RFI) Anomaly Threshold Exceeded (RFI Score: %
{TX.RFI_SCORE})
Matched mt at TX:rfi_score

Return to demo page Submit an Evasion Report to GitHub
. . - et .
<« C [ www.modsecurity.org/crs-demo.html?test=hjillp://167772161/ @, o7

Results (txn: V4T2P8Co8AocAAHbRF@S8AAAAM)

CRS Anomaly Score Exceeded (score 0):

All Matched Rules Shown Below

Retum to demo page Submit an Evasion Report to GitHub .
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ComodoWAF
Attdck I1s blOcked!

:/usr/share/modsecurity-crs/activated rules# tail -n 12 /

Message: Access denied with code 403 (phase 2). Pattern match
at ARGS:a. [file "/fusr/share/ ecurity-crs/activated Pulesfcﬂmﬂdﬂ A7 X55 XS5S5.conf' ] [11nu “%HE”] [1d "213110G"] [rev "1"]

[msg "COMODO WAF: IE XSS Filters - Attack Dg_ected_|||7] [data "Matched Data: Jonfa-z][a-z][a-z]=a found within ARGS:a: /o
nla-z]l[a-z][a-z]=a"] [tag "Host: localhost"]

403 Forbidden = lceweasel
File Edit View History Bookmarks Tools Help

A03 Forbidden H L |

€ 9 localhost/test.php?a=ILlLlERAERIIERARE ki | & ¥ B8

S Most Visited ¥ IilDfFensi'ure Security il{ali Linux "\'“\H.'aLi Docs R‘lf{aLi Tools Exploit-DB ‘ﬁ.ircrack—ng

Forbidden

You don't have permission to access /test.php on this server.

Apache/2.4.10 (Debian) Server at localhost Port 80
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chkDefenséa/VAF ‘
Attackers are lazy enough

(\ bunion[ \ s\\*\/] {1,100} ?\ bselect \ b)
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JavaScript checker IN ’reletbweb app

function check email(e) {
var filter = /"([a-zA-Z0-9 .-])+@((|a-zA-Z20-9 |)+.)+([a-zA-Z0-9]{2,4})+%/;

filter.test(e);
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JavaScript checker IN relete web app

function check email(e) {
var filter = /"([a-zA-Z0-9 .-])+@((|a-zA-Z20-9 |)+.)+([a-zA-Z0-9]{2,4})+%/;

filter.test(e);

We can make ReDoS olent-sideby supplying specially crafteanail as input.
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JavaScript Checker IN reletb web app

function check email(e) {
var filter = /~([a-zA-Z0-9 .-]1)+@((l a-zA-Z0-9 |)+.)+([a-zA-Z0-9]1{2,4})+%/;

filter.test(e);

We can make ReDoS olent-sideby supplying specially crafteanail as input.

But what ifbackendalso has same regex for checking?
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JavaScript Checker IN reletb web app

function check email(e) {
var filter = /~([a-zA-Z0-9 .-]1)+@((l a-zA-Z0-9 |)+.)+([a-zA-Z0-9]1{2,4})+%/;

filter.test(e);

We can make ReDoS olent-sideby supplying specially crafteanail as input.

But what ifbackendalso has same regex for checking?

504 Gateway Time-out

nginz/1.0.6
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EdgeHTML.dll



