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The main motivation behind our work is the observation that
a highly-skilled attacker can utilize the sequential logic of
the control, and achieve his aim of disrupting the physical
process before the intrusion is detected. Taken this
possibility into consideration, we present a potential class of
cyber-physical attacks on SCADA control system, named
false logic attack.

Abstract—A cyber security incident in SCADA systems can
cause the disruption of physical process, and may result in
significant economic loss, environmental disasters or even
human casualties. To exploit the feature of the physical process
and find the potential attacks, this paper presents and analyzes
a new class of cyber-physical attacks, named false logic attacks,
against the logic of control process in SCADA systems. In
addition, it proposes a model for false logic attacks, which is
useful for analyzing how attacks can affect the physical system.
An experiment is performed to illustrate the concepts, and the
effect of false logic attacks are also discussed.

B. Related Work
There have been some similar studies. Bigham et al. [10]
introduced an approach to build up a normal model of
SCADA data by looking for invariants between the different
data readings. However, the approach focused on the
mathematical relationships. Carcano et al. [11]-[13]
described a kind of attack composed of a set of commands,
which are licit when considered in isolation on a singlepacket basis. It can disrupt the correct behavior of the system
when executed in particular operating states. Mitchell and
Chen [14]-[16] considered the attacks that violated the
behavior rules of different components, which have state
constraints between each other at runtime. Yang et al. [17]
proposed a correlation detector based on this consideration
that the switching state of a specific device correlates with
relevant measured values. These prior studies all consider the
constraints or interactions between different system state
variables. However, unfortunately, there is no discussion
about the execute logic of control commands. Based on the
prior work cited above, the state constraints of different
components and sequential logic of commands are both
considered in our work.

Keywords—SCADA; security; cyber-physical attack; false
logic attack

I.

INTRODUCTION

Supervisory Control and Data Acquisition (SCADA)
systems have been widely used to continuously monitor and
control physical processes in modern Critical Infrastructures
(e.g., power plants, water plants, smart grids, etc.) [1], and
their secure operations are therefore of paramount
importance to national security, public safety and economic
vitality [2]. In this paper, the focus is on the interaction
between cyber security and the physical process controlled
by the SCADA system.
A. SCADA Cyber-Physical Security
SCADA systems are usually composed of a set of
networked devices, such as sensors, actuators, controllers
and communication devices, and their fundamental materials
about the components and network topologies can be found
in [3]. SCADA systems gather real-time data from remote
units and issue commands to remote stations or field devices
to control the physical process, following the elaborate
strategies. Based on this, a cyber security incident in them
can cause the disruption of physical systems, and may result
in significant economic loss, environmental disasters or even
human casualties. The goal of this paper is to exploit the
feature of the physical process and find the potential cyberphysical attacks, which can disrupt the control process or
damage the physical system by cyber assaults.
The control process in SCADA system can be thought of
as a combination of parameter values, execution time and
sequential logic. Lots of research has been done on security
analysis of parameter values in SCADA systems, such as
data integrity attacks [4]-[9], which modify output values of
sensors or input values of actuators within acceptable limits.
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C. Contributions and Outline
The paper proposes a model for false logic attacks, which
is useful for analyzing how attacks can affect the physical
system, and describes an example scenario that illustrates the
feasibility and effect of false logic attacks. The main
contribution of this paper is that we exploit the sequence
logic feature of the control process in SCADA system, and
present a new type of potential threats, namely false logic
attacks.
The paper is organized as follows. A description of false
logic attacks is introduced in Section II, while the feasibility
of attacks is discussed in Section III. Then, a model of false
logic attacks is provided in Section IV., and attack
experiments are presented in Section V. Finally, the paper
concludes in Section VI.
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II.

Safe

FALSE LOGIC ATTACKS

When we take into account the “false”, it can be
classified into two kinds: (1) the incorrect data value; and (2)
the incorrect execution logic of control commands. The
former is what the false data injection attacks [18]
concentrate on, and the latter is what the false logic attacks
focus on.
To be specific, we consider two modes of false logic
attacks on SCADA systems: the false control logic attack
and the false process logic attack. We define the control
logic as a constraint relationship between different system
components at some point, and the process logic as a
constraint relationship between the control logic at some
point and the next. Both of the two attacks are based on licit
control commands, and can be able to disrupt the system
operations and influence the physical process.
In order to simplify the problem, we only consider the
binary parameters of actuators in this paper, such as the
switching state. For example, valve open and close
commands are common in SCADA systems. When
considered in isolation on a single-command basis, open and
close are both licit for a valve. However, it is not true for two
or more valves, especially when there are logic constraints
be-tween each other. For example, there are two valves
(valve 1 and valve 2). The two constraint conditions for them
are: (1) they cannot both be in open state, and (2) valve 1
should be open before valve 2. The false control logic attack
and the false process logic attack on two valves are
respectively illustrated in Fig.1 (a) and Fig.1 (b). The
violation of constraint conditions can drive the physical
system into an unsafe state.
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III.

FEASIBILITY OF ATTACK

In the past, SCADA systems were believed to be secure
because they used proprietary protocols and isolated
networks [19]. Nowadays they are at high risk of cyber
threats for two reasons: 1) With the increase of
interconnected devices, their vulnerabilities [20] are exposed
and available to highly-skilled attackers [7]; 2) The use of
standard hardware and software components makes
traditional security vulnerabilities and attack methods target
SCADA systems too [21].
There have been some confirmed cases of attacks [22]
and incidents [23] on SCADA systems, such as “Stuxnet”,
“Duqu” and “Flame”. The Stuxnet worm is a good case as a
proof of concept that physical devices controlled by SCADA
systems can also be controlled by adversaries. The
experiments for three stealthy attack scenarios have been
performed in a secure control systems testbed [24]. The
results show that it is feasible for an attacker to modify the
control actions or sensor measurements from their real values
to the corrupted signals. So it is also possible for the attacker
to disrupt the sequence logic of physical process under
control.
To implement a false logic attack on SCADA control
system, there are two basic requirements:
1) The requirement for physical process
• There are two or more control components (e.g.,
switches, relays, valves, etc.) constraint with each
other.
• The control commands or system states are finite in
number.
• The control process is periodic.
• The controlling operations are with strict sequence
requirement.
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Figure 1. Examples of two modes of the logic attack. (a) The false control
logic attack. (b) The false process logic attack.
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•

attacked, and all the observed sequences can be regarded as a
representation of the normal system behavior.

The control flow in the network can be regarded as a
representation of the evolution of the system.
2) The requirement for the attacker
• The intent of the attacker is to disrupt the physical
process or damage the physical devices.
• The attacker gets sufficient knowledge and
background information, such as the system
topology, and is able to alter the data exchanged
between the plant and the controller in networked
control system.
IV.

B. False Logic Attack Model
There are two kinds of false logic attacks defined. A false
control logic attack and a false process logic attack. Let
Vt ( ai ) be the control state of actuator i at time t . A false

control logic attack vector etn is defined as
T
etn = (Vt ( a1 ) ... Vt ( ai ) ... Vt ( an ) )

MODELING FALSE LOGIC ATTACKS

where

A. System Model
In a simplified SCADA control system [5] as shown in
Figure 2, sensing data and control data are both critical to the
stable operation of physical system. However, the latter play
a decisive role and have a direct impact on the physical
process. Therefore, in this paper we only consider the control
data, specific the binary parameters of actuators. It is also
important to study other types of parameters, but we leave
this for future work.
SCADA Server
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Control Data

Actuators
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(2)

 V (a )
Vt ( ai ) = ® t i
¯  Vt ( ai )

for t ∉ Ta
for t ∈ Ta

(3)

and when t ∈ Ta , etn ∉ E . Ta = [ts , te ] denotes the

duration of the attack, ts and te are the start time and end
time respectively.
A false process logic attack is described by

Physical Process

rt = ein , etn , ein ∈ E

(4)

with

Figure 2. Simplified Control Model of SCADA Systems

The physical process is modeled by a 4-tuple:
P = ( A, V , E , R )

° e n
etn = ® in+1
°̄ e j

(1)

for ein+1 ∈ E , t ∉ Ta
for j ≠ i + 1, e nj ∈ E , t ∈ Ta

(5)

where
A = {a , ..., a } is a finite set of actuators, which have
•
binary parameters, such as a switch, a valve or a
relay, and there are constraints between each other.
• V = {V ( a ) , ..., V ( a )} is a finite state set of actuators,
where V ( a ) = {0, 1} for every i ∈ {1, ..., n} .

In brief, a false control logic attack is performed by
injecting illegal control logic states, and a false process logic
attack is launched by modifying the order of legal control
state sequences. In the next section, an experiment has been
done to illustrate the two false logic attacks.

•

E = e1 , ..., em

•

and each observation e = (V ( a ) ... V ( a ) )
corresponds to a stable state of the actuators, namely
the control logic we have defined. The i ∈ {1, ..., m} is
the index representing the observation sequence of a
given process cycle of the system.
R = {r , ..., r } is a finite set of transition relation. For

To test the attacks, we setup an experiment platform. As
shown in Fig.3, there are three switches and all of them are
controlled by a Programmable Logic Controller (PLC),
which uses PROFINET as its communication protocol to the
SCADA server. Commands are issued by the SCADA server
to the PLC according to a simple control strategy of the
switches. In order to mimic the behavior that attacks network devices, we construct a Cortex-A8 based appliance,
which is located proximal to the PLC and used to intercept
packets and modify the control commands of switches.
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each e , i ∈ {1, ..., m − 1} in E , there is a r in
R . ri = ein , ein+1 denotes the transition from ein to
n

i

i

ein+1 , namely the process logic we have defined. Note
that the considered control process is cyclic, then
there is a transition rm = emn , e1n .

All the modeling work described above is based on the
assumption that the control process has not yet been
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5 EXPERIMENTS AND RESULTS

process logic attack will result in a secondary effect
r3' = e53 , e43 . The neglect of such abnormal status may

SCADA
Server
Hacker

ultimately lead to a serious accident. The two attacks can be
stealthy before they achieve their goals. However,
unfortunately, even if the operator notices the abnormal state
change in the SCADA server, the control process has been
already disturbed.

Internet

PROFINET

Control
Network

VI.

PROFINET

In this work, we have introduced the concept of false
logic attack and discussed the feasibility. An attack model
was proposed and two kinds of false logic attack was
illustrated using an experiment platform. For the false logic
attack is based on the licit commands, traditional Intrusion
Detection System (IDS) is not able to effectively protect the
physical process. Thus, there is a need for the sequence logic
feature-based Intrusion Detection Systems (IDS) to keep the
operation parameters under continuous monitoring. For
future work, we intend to study the method of detecting false
logic attack in SCADA control systems. Considering the
actual situation, it is also interesting to extend the attack
model by studying other types of control parameters.
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Figure 3. System diagram of the experiment platform

Using the notation presented in part IV, the three
switches can be donated by A = {s1 , s2 , s3 } . Because of the
control strategy, the normal sequence is
§ 0 · § 0 · § 1 · § 1 · § 0 · § 0 · ½
°
°
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Consider the false control logic attack vector
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